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Abstract: In this paper, we propose a new attribute-based proxy 
re-encryption scheme, where a semi-trusted proxy, with some 
additional information, can transform a ciphertext under a set of 
attributes into a new ciphertext under another set of attributes on 
the same message, but not vice versa, furthermore, its security was 
proved in the standard model based on decisional bilinear Dif-
fie-Hellman assumption. This scheme can be used to realize 
fine-grained selectively sharing of encrypted data, but the general 
proxy re-encryption scheme severely can not do it, so the proposed 
scheme can be thought as an improvement of general traditional 
proxy re-encryption scheme. 
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0  Introduction 

In the past, when Alice asks mail server to forward 
her encrypted email to Bob, the mail server only decrypts 
the encrypted email using the secret key stored in the 
mail server, re-encrypts it using Bob’s public key and 
then forward it to Bob. The obvious problem with this 
strategy is that the mail server must be completely 
trusted. which is an unlikely real-world expectation. Un-
fortunately, there is no better solution available until 
Mambo et al[1] suggested that there might be more effi-
cient approaches which involve partial decryptions in 
1997, but offered no additional security benefits for 
Alice’s secret key. In 1998, the approach[2] based on the 
ElGamal cryptosystem was proposed, which introduced 
the notion of a “re-encryption key” rk A B→ . Using rk A B→  
allowed the proxy to re-encrypt from one secret key to 
another without ever learning the plaintext. In 2003, Do-
dis et al[3] proposed a general scheme for proxy encryp-
tion (not re-encryption) using only standard public key 
cryptosystems. However, their system required Alice and 
Bob to pre-share a secret. Although it is clear that such a 
pre-sharing phase is possible to accomplish securely 
(e.g., via Diffie-Hellman), it is undesirable. It may be 
that Alice and Bob has no prior relationship, and bidirec-
tional communication is impossible. In 2005, Ateniese et 
al[4] constructed the first unidirectional, collusion resis-
tant re-encryption without any required pre-sharing be-
tween parties, based on bilinear maps. 

When the proxy re-encryption schemes were ap-
plied into the fields of the network storage services, there 
exist some drawbacks. The sensitive information stored 
in the network storage services was kept in encrypted 
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form for protecting its owner’s privacy. Suppose a par-
ticular user wants to grant decryption access to a party to 
all of its Internet traffic logs for all entries on a particular 
range of dates that had a source IP address from a partic-
ular subnet. The user either needs to act as an interme-
diary and decrypt all relevant entries for the party or 
must give the party its private decryption key, and thus 
let it have access to all entries. Neither of these options is 
particularly appealing. In this paper, we present a new 
encryption cryptosystem based on the proposed scheme 
in Ref.[5] and a general proxy re-encryption scheme, 
named by ABRS (attribute-based re-encryption scheme), 
which allows the proxy to convert ciphertexts labeled 
with set of attributes to another ciphertexts labeled with 
another set of attributes. This kinds of encryption cryp-
tosystem can both imply the encrypted data sharing be-
tween users and fine-grained selectively access control to 
encrypted data.  

1 Attribute-Based Re-Encryption 
Scheme’s Definition and Its Security 
Model 

1.1  Re-Encryption Scheme 
A re-encryption scheme[4] is a 6-tuple of algorithms, 

which includes the following: 
 Setup: Takes a security parameter k and returns 

params (system parameters). The system parameters in-
clude a description of a finite message space M, and a 
description of a finite ciphertext space C. 

 KeyGen[(1k)→(pk, sk)]: On inputting the securi-
ty parameter1k , the key generation algorithm KeyGen 
outputs a public key pk and a secret key sk. 

 Encryption[(pk, m)→c]: This is a randomized 
algorithm. On inputting a set of attributes 1γ , and a mes-
sage m in the message space, the encryption algorithm 
Enc outputs a ciphertext C. 

 RKExtract[(sk1, pk2)→rk1→2]: Input a secret key 
sk1 and another set of attributes 2γ , the re-encryption 
key generation algorithm RKExtract outputs an unidirec-
tional re-encryption key 1 2rk → . 

 Re-Encryption 1 2 1 2[(rk , ) ]c c→ → : On inputting a 
re-encryption key 1 2rk →  and a ciphertext c1, the 
re-encryption algorithm ReEncryption outputs an 
re-encrypted ciphertext c2 or “Reject”. 

 Decryption[(sk, c)→m]: On inputting a secret key 
sk and a ciphertext c, the decryption algorithm Decryp-
tion outputs a message m in the message space or “Re-

ject”. 
1.2  Correctness 

The correctness property has two requirements. For 
any message m in the message space and any key pair 
( ,sk), ( ,sk ) KeyGen(1 )kγ γ ′ ′ ← .The following two condi-
tions must hold: 

Decryption(sk,Encryption( , ))mγ  
,Decryption(sk ,ReEncryption(RKExtract(sk, ),m γ′ ′=  

Encryption( , )))mγ  
m=    

1.3  Its Security Model 
Let S be a scheme defined as a tuple of algorithms 

(Setup, KeyGen, Encryption, Decryption, RKExtract, 
Re-Encryption), its security is defined according to the 
following game, similar with Ref.[6]. 

Initialization: The adversary declares the set of 
attributes γ with access control structure ψ, that he 
wishes to be challenged upon. 

Setup: The challenger runs the Setup algorithm of 
ABE and gives the public parameters to the adversary. 

Phase 1: The adversary is allowed to issue queries 
for private keys for many access structures ψi, for all i, 
γ∉ψi. 

a) For adversary’s query of KeyGen(ψi), return 

l
Dψ =keyGen(params, msk, ψi) to the adversary. 

b) For adversary’s query of RKExtract(γ1, γ2), where 
γ1≠ γ2, return 

2 2
rkψ ψ→ =RKGen(params,Keygen (params, 

msk, ψ1), ψ1, ψ2) to the adversary. 
c) For adversary’s query of Decryption(ψ1, c), if 

ATK=CCA, then return m=Decryption(params, Keygen 
(params, msk), ψ1, c) to the adversary. Otherwise if ATK 
= CPA, return⊥ to the adversary. 

d) For adversary’s query of ReEncryption(ψ1, ψ2, c), 
if ATK=CCA then derive a Re-Encryption key 1 2rkψ ψ→  
=RKGen(params, Keygen (params, msk, ψ1), ψ1, ψ2) and 
return c′=Reencrypt (params, 1 2rkψ ψ→ , ψ1, ψ2, c) to the 
adversary. If ATK=CPA, return ⊥  to the adversary. 

Note that the adversary is not permitted to choose 
,ψ otherwise trivial decryption is possible using keys 

extracted during this phase. 
Challenge: The adversary submits two equal lengthy 

messages M0 and M1. The challenger flips a random coin 
b, and encrypts Mb with γ. The ciphertext c* is passed to 
the adversary. 

Phase 2: Phase 1 is repeated with the following re-
strictions. Let C be a set of ciphertext Access control 
structure pairs, initially containing the single pair <c*, 
ψ>, let C′ be the set of all possible values derived via 
(one or more) consecutive calls to Re-encrypt: 
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(a) Adversary is not permitted to issue any query of 
Decryption(ψ, c), where <c, ψ>∈(C−C′). 

(b) Adversary is not permitted to issue any queries 
Keygen(ψ) or RKExtract(γ1, γ2) that would permit trivial 
decryption of any ciphertext in (C−C′). 

(c) Adversary is not permitted to issue any query of 
ReEncryption(ψ1, ψ2, c) where ψ possesses the keys to 
trivially decrypt ciphertexts under ψ2 and <c, ψ1>∈ (C ∩ 
C′). On successful execution of any re-encrypt query, let 
c′ be the result and add the pair <c′, ψ2> to the set C. 

Guess: The adversary outputs a guess b′  of b. The 
advantage of an adversary ψ in this game is defined as 
Pr[b′=b]-1/2. 

Definition 1  An attribute-based proxy re-encryption 
scheme is secure in the selective-set model of security if 
all polynomial time adversaries have at most a negligible 
advantage in the selective-set game. 

2  Construction for Attribute-Based 
Proxy Re-Encryption Scheme 

There are four parties involved in this attribute- 
based re-encryption system, delegator, proxy, delegatee 
and PKG (private key generator). On receiving a cipher-
text by delegator’s public key, the proxy re-encrypts it 
into ciphertexts that the delegatee who holds a secret key 
can decrypt, using a re-encryption key generated by the 
PKG for a particular delegatee. In addition, the bilinear 
maps and Lagrange interpolation[5] will be used in this 
scheme. 

Setup: Define the universe of attributes U={1, 
2, …, n}. Now, for each attribute i∈U, choose a number 
ti uniformly at random from pZ . Finally, choose y un-
iformly at random in pZ .The public parameters PK 
are: | |1

1 | |, , , ( , )tt yT g T g Y e g gΩ
Ω= = =L .The master keys 

MK are: 1 | |, , ,t t yΩL . 
Encryption (M,γ ,PK): To encrypt a message M∈G2 

under a set of attributes γ, choose a random value r∈ pZ  
and publish the ciphertext as E=(γ, E′=MYr, {Ei = Ti

r}i∈γ) 
KeyGen ( , MKT ): The algorithm outputs a key 

that enables the user to decrypt a message computed un-
der a set of attributes γ if and only if T(γ) = 1. The algo-
rithm proceeds as follows. First choose a polynomial qx 
for each node x (including the leaves) in the tree T, and 
these polynomials are chosen in the following way in a 
top-down manner, starting from the root node r. For each 
node x in the tree, set the degree dx of the polynomial qx 
to be one less than the threshold value kx of that node, 

that is dx = kx-1. Now, for the root node r, set qr(0) = y 
and dr other points of the polynomial qr randomly to de-
fine it completely. For any other node x, set qx(0)=   
qparent(x)(index(x)) (The function index(x) returns such a 
number associated with the node x. Where the index 
values are uniquely assigned to nodes in the access 
structure for a given key in an arbitrary manner) and 
choose dx other points randomly to completely define qx. 
Once the polynomials have been decided, for each leaf 
node x, we give the following secret value to the user: 
Dx= (0) /x i xq t qg  where i=att(x) (The function att(x) is de-
fined only if x is a leaf node and denotes the attribute 
associated with the leaf node x in the tree), The set of 
above secret values is the decryption key D. 

RKExtract (γ1,γ2): 1 1 1 1 2 2RK / ,RK / , ,A B A Bt t t t→ →′ ′= = L  
| | | |RK /A B t tψ ψγ

→
′′= , where A, B’s access control structure 

is ψ and ψ′ separately and number of attributes included 
in the ψ′ is no more than number of attributes included in 
the ψ. 

ReEncryption: RK( , ,{ (( ) ) } ) ,
A B
irs r s

b i i iC E MY E T γγ
→

∈′ ′= = =  
where γ′ is a finite set with user B’s complete attributes 
and ps∈Z  

Decryption (E, D): do some Decryption procedure 
like Ref.[1]. 

Correctness: Correctness for first-level ciphertexts 
(i.e., those produced by Encryption) has been shown[1]. 

The correctness under re-encryption is shown as 
follows: Given a first-level ciphertext 

1
cψ = (γ1, E′=MYr, 

1
{ }r

i i iE T γ∈= and a correctly-formed re-encryption key 

(
1 111 1 1 1 2 2 | | | |RK / ,RK / , ,RK /A B A B A Bt t t t t tψγ

→ → →
′Ψ′ ′ ′= = =L ), 

we obtain the “second-level” ciphertext:  

2

RK( , ,{ ( ) } )
A B
irs rs

i i iC E MY E Tψ γγ
→

∈′ ′= = = . 

By computing 

2

RK( , ,{ ( ) } )
A B
irs rs

i i iC E MY E T γγ
→

∈′ ′= = =Τ  

( , ,{ ( )}rs rs
i iE MY E Tγ ′ ′ ′= = = ,  

Then use the defined recursive function[1] like： 
Decrypt (E, D, x) = 

(0) / (0)( , ) ( , ) ( , ) , if  
otherwise

x i i xq t rs t rs q
x ie D E e g g e g g i γ⋅ ⋅⎧ = = ∈⎪

⎨
⊥ ,⎪⎩

 

We now consider the recursive case when x is a 
non-leaf node. The algorithm DecryptNode(E, D, x) then 
proceeds as follows: For all nodes z that are children of 
x, it calls DecryptNode(E, D, z).In addition, stores the 
output as Fz. Let Sx be an arbitrary kx sized set of child 
nodes z such that zF ≠⊥ . If no such set exists then the 
node was not satisfied and the function returns ⊥ . Oth-
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erwise, we compute: 
,

,

,paren ( )

,

(0)

(0)(0)

(0)(index( ))

( ) (0)

(0)

    = ( ( , ) )

   = ( ( , ) )

    = ( , )

    = ( , )

i sx

x

i sxz

x

i st z x

x

x i sx

x

x

x z
z S

rs q

z S

rs q z

z S

rs q i

z S

rs q

F F

e g g

e g g

e g g

e g g

′

′

′

′

Δ

∈

Δ

∈

Δ

∈

Δ

∈

= ∏

∏

∏

∏









 

where index( ), {index( ) : }x xi z s z z S′= = ∈ . 
Now since the decryption algorithm calls the recur-

sive function on the root of the tree, rsY  can be easily 
computed, then use rsY  to divide rsE MY′ = , and we 
will get the original message m. 

Security: Our security definition has two parts: 
standard security, requiring that the cryptosystem remain 
semantically-secure[7] even when all re-encryption keys 
are public, and master secret security, where a delegator's 
master secret key is not recoverable. We next show that 
ABRS scheme defined above meets them in the 
attribute-based selective-set model if the decisional bili-
near Diffie-Hellman assumption holds in G1, G2 [8]. 

3  Proof of Security 

We will use the similar method used in Ref.[5] to 
prove that the security of our scheme in the 
attribute-based selective-set model reduces to the hard-
ness of the decisional BDH assumption, 

Theorem 1  If an adversary can break our scheme 
in the attribute-based selective-set model, then a simula-
tor can be constructed to play the decisional BDH game 
with a non-negligible advantage. 

Proof: Suppose that a polynomial-time adversary A 
exists, which can attack our scheme in the Selective-Set 
model with advantageε . A simulator B is built that can 
play the decisional BDH game with advantage / 2ε . The 
simulation proceeds as follows: 

We first let the challenger set the groups 1G  and 
2G  with an efficient bilinear map, e and generator g. 

The challenger flips a fair binary coin μ , outside of B′ s 
view. If 0μ = , the challenger sets (A, B, C, Z) = (ga, gb, 
gc, e(g, g)abc); otherwise it sets (A, B, C, Z) = (ga, gb, gc, 
e(g, g)z) for random a, b, c, z. We assume the universe U 
is defined. 

Initialization: The simulator B runs adversary A. If 
Alice with γAlice wants to delegate her decryption rights 

to Bob with γBob, γAlice and γBob are selected by adversary 
A, it wishes to be challenged upon. 

Setup: The simulator sets the parameter Y= e(A, B) 
= e(g, g)ab. For all i∈U, it sets Ti as follows: if i∈γAlice, it 
chooses a random ri∈ pZ  and sets ir

iT g= (thus i it r= ). 
Otherwise, it chooses a random βi ∈ pZ and sets 

i ib
iT g Bβ β= = (thus, i it bβ= ). The similar things will be 

done with jT ′ and γBob. Then the public parameters are 
given to A, 

Phase 1: adversary A adaptively makes requests for 
the keys corresponding to any access structures ψ such 
that the challenge set γ does not satisfy ψ. Suppose ad-
versary A makes a request for the secret key for an 
access structure ψ, where ψ(γ) = 0. 

To generate the secret key, simulator B needs to as-
sign a polynomial Qx of degree dx for every node in the 
access tree ψ. We will use two procedures, named Poly-
Sat and PolyUnsat, which are defined in[1]. 

To give keys for access structure ψ, simulator first 
runs PolyUnsat(ψ, γ, A) to define a polynomial qx for 
each node x of ψ. Notice that for each leaf node x of ψ, 
we know qx completely if x is satisfied; if x is not satis-
fied, then at least (0)xqg is known (in some cases qx 
might be known completely). Furthermore qr(0) = a. 

Simulator now defines the final polynomial ( )xQ ⋅ =  
( )xbq ⋅ for each node x of ψ. Notice that this sets y 

= xQ (0) = ab. The key corresponding to each leaf node is 
given using its polynomial as follows. Let 

i=att(x), 
(0) / (0) / (0) /

(0) / (0) / (0) /

, if att( )
, otherwise

x i x i x i

x i x i x i

Q t bq r q r

x Q t bq b q

g g B xD
g g Bβ β

γ⎧ = = ∈⎪= ⎨
= =⎪⎩

 

When adversary A submits (RKExtract, γ1, γ2), where 
γ1 and γ2 do not satisfy ψ and ψ′, simulator B selects:  

2

,

 and j/ ,
/ ,  and j

RK  
/ ,  and j

/ ,  and j

j i

j iA B
i j

j i

j i

it t
t t i
t t i

t t i

λ λ
β λ λ
β λ λ

λ λ

→

′∈ ∈′⎧
⎪ ′ ′∉ ∉⎪= ⎨ ′ ′∉ ∈⎪
⎪ ′⎩ ′∈ ∉

 

Given an encryption for Alice, E(m)=(γ, E′ = mYr, 
{ }r

i i iE T γ∈= ), the proxy can transform it into an     

encryption for Bob by releasing: (γ′, E′ = mYrs, { iE =  
RK(( ) ) }

A B
ir s

i iT γ

→

′∈ ) 

Therefore, the simulator is able to construct a pri-
vate key for the access structure ψ. Furthermore, the dis-
tribution of the private key for ψ is identical to that in the 
original scheme. 

Challenge: The adversary A, will submit two chal-
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lenge messages m0 and m1 to the simulator. The simula-
tor flips a fair binary coin b, and returns an encryption of 
mb. The ciphertext is output as: E = (γ, E′ = mbZ, 
{ }ir

i iE C γ∈= ) 
If u=0, then Z=e(g, g)abcd. If we let rs = c, then we 

have Yrs=e(g, g)abc, and ( )i ir rc
iE g C= = ,Therefore, the 

ciphertext is a valid random encryption of message mb. 
Otherwise, if u =1, then Z=e(g, g)z We then have E′ 

= mbe(g, g)z, since z is random, E′ will be a random ele-
ment of G2 from the adversaries view and the message 
contains no information about mb 

Phase 2: The simulator acts exactly as it does in 
Phase 1. Let C be a set of ciphertext/Access control 
structure pairs, initially containing the single pair <c*, 
ψ>, let C′ be the set of all possible values derived via 
(one or more) consecutive calls to Re-encryption: 

(a) Adversary is not permitted to issue any query of 
the form Decryption(ψ, c), where <c, ψ>∈(C−C′). 

(b) Adversary is not permitted to issue any queries 
Keygen(ψ) or RKExtract(γ1, γ2)that would permit trivial 
decryption of any ciphertext in (C−C′). 

(c) Adversary is not permitted to issue any query of 
ReEncryption(ψ1,ψ2,c) where ψ possesses the keys to 
trivially decrypt ciphertexts under ψ2 and <c, ψ1>∈  
(C∩C′). On successful execution of any re-encrypt 
query, let c′  be the result and add the pair <c′, ψ2> to 
the set C. 

Guess: A will submit a guess b′ of b. If b′ = b the 
simulator will output u′ =0 to indicate that it was given a 
valid BDH-tuple otherwise it will output u′=1 to indicate 
it was given a random 4-tuple. 

As shown in the construction the simulator's gener-
ation of public parameters and private keys is identical to 
that of the actual scheme. 

In the case where u=1 the adversary gains no in-
formation about b. Therefore, we have Pr[b′≠b |u=1]= 
1/2. Since the simulator guesses u′=1 when b′≠b, we 
have Pr[b′=b |u=1]=1/2. 

If u = 0. then the adversary sees an encryption of mb. 
The adversary's advantage in this situation is ε  by de-
finition. Therefore, we have Pr[b′=b |u=0]= 1/ 2 ε+ , 
since the simulator guesses u′=0 when b′=b, we have 
Pr[b′=b |u=0]= 1/ 2 ε+ . 

The overall advantage of the simulator in the deci-
sional BDH game is that: 1/2×Pr[b′=b|u=0]+1/2×Pr[b′= 
b|u=1]-1/2=1/2×(1/2+ε )+1/2×1/2-1/2= / 2ε , which is a 
non-negligible advantage. 

 
4  Conclusion  

In this paper, we propose attribute-based 
re-encryption system based on the attribute-based en-
cryption scheme and general proxy re-encryption 
scheme, and we also propose its security proof in the 
standard model based on decisional bilinear Dif-
fie-Hellman assumption. Under this scheme, the 
semi-trusted proxy, with some additional information, 
can transform a ciphertext encrypted under a set of 
attributes into a new ciphertext under another set of 
attributes on the same message, but not vice versa. This 
scheme can be used to devise access control model with 
encrypted data, which has an important application in the 
field of network storage. In the future, we will focus on 
its effective implementation to secure network storage. 
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